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Executive Summary

This paper provides information about how to set up the Dell DR Series Deduplication Appliance as a
backup target for EMC Networker™ software. This paper is a quick reference guide and does not include
all DR Series Deduplication Appliance deployment best practices.

See the DR Series Deduplication Appliance documentation for other data management application best
practices whitepapers at http://www.dell.com/support/troubleshooting/us/en/04/Product/powervault-
dr4100, under "“Manuals & Documentation”.

NOTE: The DR Series Deduplication Appliance/Networker build versions and screen shots used for this
paper may vary slightly, depending on the version of the DR Series Deduplication Appliance/Networker
software version used.
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Install and Configure the DR Series Deduplication
Appliance

1. Rack and cable the DR Series Deduplication Appliance appliance, and power it on.

2. Please refer to Dell DR Series Systern Administrator Guide, under sections of "iDRAC Connection”,
“Logging in and Initializing the DR Series System”, and "Accessing IDRAC6/Idrac7 Using RACADM”
for using iDRAC connection and initializing the appliance.

3. Loginto iDRAC using the default address 192.168.0.120, or the IP that is assigned to the iDRAC
interface. Use user name root, and the password calvin.

System

System Summary = C 7

Server Healh

.........

! poopEoDg

4. Launch the virtual console.

System Summary - 7

Server Health

[ < < < < <
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5. Once the virtual console is open, log in to the system as user administrator and the password
Stor@ge! (The "0" in the password is the numeral zero).

6. Setthe user-defined networking preferences.

Jould you like to use DHCP (yess/no) 7
Flease enter an IP address:
enter a subnet mask
enter a default gateway address
:nter a DNS Suffix (example: abc.com):
enter primary DNS server I[P address:
ou like to define a secondary DNS server (yessno) 7

e enter secondary DNS server I[P address:

Set Static IP Address

IF Aaddress 18.18.86. 188
Hetwork Mask

Default Gateway 18.18.686. 126
DNS Suffix idmdemo . local
Primary DNS Server 18.18.86.181
Secondary DNS Server 143.166.216.237

Host Name DR4BBB-5

Are the above settings correct (yesrs
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8. Log into the DR Series Deduplication Appliance administrator console, using the IP address you
just provided for the DR Series Deduplication Appliance, user administrator and the password
Stor@ge! (The “0" in the password is the numeral zero).

& € | B¢ hrerrey//10.250.242. 206 e e =

WLL DR4100 —
ootb-config-01
Login Reset Password

Please enter your password:

Password: s

Username: administrator @

Log in

Copyright @ 2011 - 2013 Dell Inc. All rights reserved

9. (Optional) Join the DR Series Deduplication Appliance to Active Directory --- only when the DR is
also providing CIFS access to backup servers.

NOTE: if you do not want to add DR Series Deduplication Appliance to Active Directory, see the
Owner's Manual for guest login instructions.

a. Select Active Directory in the tree on the left hand side of the dashboard.

DR4100
mL ootb-config-01 Help | Log out

Dashboard

| System State” optimal |G| HW State” optimal | Number of Alerts' 0 Number of Events- 1242

s: Container
stics: Replication Capacity Storage Savings Throughput
orage
Containers
Replication

Zoom: i 1z 52 Im Iy ) Zoom: 1A 1z 53 Im v )

Physical

Replication Schedule
Cleaner Schedule

‘System Configuration
ki

Used (49.0 GiB)
M Free (31.38 TiB)

Admin Contact Info
Email Relay Host

Date and Time
Support PrOGUCENAME! e DR4100 TOt] SENTS 9464 %

Diagnostics System Name: ootb-config-01 Total Number of Files in All Containers 407 (7

System Information

Software Upgrade Software Version 2.0.0260.0 Humber of Containers: 7
License Current DatefTime Tue Apr 30 12:57:33 2013 Mumber of Containers Replicated 1
Current Time Zone Us/Pacific Active Btes
Cleaner Status: Pending

Copyright ® 2011 - 2013 Dell nc. All rights reserved.

Setting up Dell™ DR Series Deduplication Appliance as NFS Backup Target on EMC Networker



b. Enter your Active Directory credentials.

DR4100 : —
ooth-config-01 Help | Log out

Dashboard

et Active Directory JHHn
B
Health Settings
Usage
ontainer The Active Directory settings have not been configured. Click on the ‘Join' link te configure them.

eplication
Storage

CIFS Container Share Path
Containers

Active Directory Configuration

on Level

Domain Name (FQDN) |
Schedules

Username*
tion Schedule
e Fassword
System Configuration Org Unit

Networking

Cancel Join Domain

Date and Time
Support
D

fware Upgrade

Copyright @ 2011 - 2013 DellInc, All rights reserved.

10. Create and mount the container.
a. Select Containers in the tree on the left side of the dashboard, and then click the Create link at
the top of the page.

DR4100 Help | Log out
ootb-config-01

Containers
Number of Containers: 7 Container Path: icontainers
. Containers Files HFS CIFS 0sT Replication Select
Container
backup 58 v 4 Mot Cenfigured
dadzt 2 v NIA
DDTest o v Online
demo2Zhuhai 22 v v Mot Configured
My_Container_Backup 27 v v Mot Cenfigured
nfs 44 v Mot Cenfigured
Replication Schedule
Cleaner Schedule ootb-ostHest 254 v NIA

System Configuration
Networking

Active Directory

Local Workgroup U

Info
Email Relay Host
Dale and Time

Copyright © 2011 - 2013 Dell Inc. Allrights reserved.
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b. Enter a Container Name, select Networker as Marker Type, and select the NFS/CIFS check box

for Connection Type.

Create New Container:

= =required fields

Choose the type of container to create ((NFS and/or CIFS) or OST) and add clients that need access

Container Mame” JMy_Container_Backup Max 32 cha
Marker Type™ © None © Auto ©) CommVaul 0 TS O ARCsernve (7)

Connedtion Type”: © Nondl® NFS/ICIFSED 05T
NFS

NFS access path:

10.250.242 206:/containers/My_Container_Backup

rs snd only lstters, numbers, - nd _ charscters.

CIFs
CIFS share path: \10.250.242 206\Wy_Container_Backup

Use CIFS to backup MS Windows clients.

Use NFS to backup UNEX or LINUX clients [[1Enable CIFS

[T]Enanle NFS

Cancel Create a New Container

c. Under NFS section, note down the NFS access path (this will be used in configuring device on

Networker server), and select Enable NFS. For Client Access section, choose either Open Access,
or manually add clients into the allow list with having NFS Options as “rw”

Create New Container:

“ =required fields

Choose the type of container to create ((NFS andfor CIFS) or OST) and add clients that need access
Container Mame™: [My_Container_Backup Max 32 chars

iers &nd anly letters, numbsrs, - and _ charseters.
Marker Type" © None 0 Auto © Commvault @ Networker © TS ©) ARCserve "
Connection Type”: & None @ NFsiCIFS © 0ST

NFS CIFs

e CIFS share path: \10.250.242 208\My_Container_Backup
10.250.242 206 /containers/y_Container_Backup |

Use CIFS to backup MS Windows clients.

Bl Geackup UMEX or LINUX clients [T]Enable CIFS
[7] Enable NFS

Client Access:
[“lopen Access (all clients have access)

Add client (IP or FQDMN Hostname):

Add

Clients:
.

MFS Options:
@ rw [Clinsecure
Dro
Wap rootto
-select- Iz‘

Cancel Create a New Container
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d. Click Create a New Container.
e. Confirm that the container is added.
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2 Configure the Networker Storage Node

1

Log into the networker storage node and run the command as shown, to display the NFS exports
on DR Series Deduplication Appliance

.
£P root@R310-5Y5-123:/usr/shin [E=REER>

Make a mount point on the Networker Storage Node and mount the DR Series Deduplication
Appliance export

EP root@R310-5Y:

e

Test writing to the DR Series Deduplication Appliance export, make sure it completes successfully

!
P root@R10-5YS-123/usr/sbin = iEl [

Create a subdirectory to be used as device path in configuring DR Series Deduplication Appliance
export onto the storage node

EP root@R310-5YS-123y/usr/sbin == -&-W

If Client Direct feature will be used, on each of the client, mount the DR export and note down the
mount point. This mount point is needed in step 9 of the next section of Set up Networker

B root@R310-5Y5-122:

NOTE: On DR4x00 models, the maximum supported CIFS connections per Appliance is 32, and on
DR6000 model the max is 64, so there should be no more than 32 and 64 corresponding clients
connected/mapped to a single DR Series Deduplication Appliance for backup at the same time.
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3

Set up Networker

Open the Networker Management Console (NMC)

Click the Enterprise menu button, high-light the storage node that the DR Series Deduplication

Appliance export will be configured as backup device, right-click on the host and select New, then
select Managed Application

1
" EMC NetWorker Management Console ¥8.0 - r310-sys-123.0carina.local

[_[00x]
Q g & E Erer User: administrator
Events | Enterprise | Libraries | Reports Setup
File  Edit ‘“iew Erterprize  Start  Window  Help
+OX0« )
& Ererprie Host: f310-sys-123
L Jrs10-sy

Froperties

cirl-o Capture Everts, Gather Reporting Data

Delete Delete

Copy ctrl-c

Miorve

Refresh

3. Select Networker and click on Next

 Create Managed Application [ <]

Select Managed Application

Select managed application for the host

(%) Netorker

Backup and recover for the department and enterprise

() Avamar

| hext = || cancet |
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4. Click on Finish
Manage NetWorker

Configure Consale to monitor managed application activities on the host

Managed Application Marme: |Nemforker

Description: |Backup and recover for the department and enterprise ‘

“endor Mame: |EMC Corporation ‘

Features

Gather Reporting Data

5. High-light the newly created Networker application, right-click on the application and select
Launch Application

¥ EMC NetWorker Management Console ¥8.0 - r310-sys-123.ocarinalocal [-[O[=] |

Enterprise
File Edit Wiew Erferprize Start  Window  Help
+0X0« )
= Enerpice B Host 310.sys123

Managed Ap.. ¥ |Application Features

Mew
Properties...

Delete

Refresh
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6. A new Devices window will open. On left side panel right-click on Device, select New Device
Wizard

= EMC NetWarker Administration ¥8.0 - r310-sys-123 (NetWorker 8.0.0.1.Build.153 Eval - Linux)

& 8= E User: administrator

Vi

Monitoring | Configuration Devices Media
File Edt “iew Devices Recover ‘Window  Help
+ 0« )
- P i< ooveee
EM |Parert jukebox | Description | Volume name |M... | Enablect
% Stor Hew Cirl-N
e Dats
@ Avi

Refresh F5

Sian for Devices

Configure All Libraries...

avw »
Log Og & »X Alerts Og & X
Prioy | Time = |Source | Category | Message Friority | Time = |Category | Message

@  Tuesday 45524 AM  svent server  Started

@  Tuesday 45530 AM  event Index  Checking index for 31 .. | _

& . . . L e e

7. Select Advanced File Type Device (AFTD)

< Device Configuration Wizard [<]
Select the Device Type
Select the type of stand alone device to configure.
#+ Select the Device Type
o () Dsta Domain
P Choose this option to creste  Data Domin type devics on Data Demain system running DDOS
< wersion 4.9.1.0 or greater. This option requires & Netiorker DD Boast license.
ey
~ (5) /advanced File Type Device (4FTD))
P Choose this option to create = disk type device. This option can also be usedto create devices
] on & nen DD Boost enabled Data Domain system
o -~
© () Avamar Deduplication Node
7] | Mext » || cancel |

8. On next window, Select Device storage is remote from this Storage Node, in Network Path enter
DR Series Deduplication Appliance export mount point on the storage node (if name resolution
works, hostname or FQDN can be used in the server portion of the network path). Choose
Manually enter local or remote device paths and type in the subdirectory name previously
created as device path (please refer to step 4 of previous section Configure the Networker
Storage Node). In Authentication section, type in DR Series Deduplication Appliance administrator
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with password to access the DR Series Deduplication Appliance export. Click on Next

| 4% Device Configuration Wizard

Select Storage Node

Select the storage node to place this AFTD on. f the storage to be configured is remote 10 that storage node, enter & network path to the storage. Supply & username
and password 10 browse the storage and select device paths, of manually enter the paths.

@ Select the Device Type Storage Node: 1310-5y5-123.0csrinaocal -
#* Select Storage Mode

o

(4] Device storage is remote from this Starage Mode:

(4]

b= Network Path | imrtiDR _export_etworkerd

Browse or Manual

() Browse storage node or netwaork path

() Manuslly enter local of remote device paths

DR-AFTD
Authentication
Username: |a|1m\n|s1ratur ‘
Passwortt  [essesees |
e | <Back || Next = | [ cancel |

9. Set the sessions attributes according to Networker administration document. If Client Direct
feature will be used, enter each of the client machine DR export mount points as a separate line
into the Client Direct Paths list (Please refer to step 5 of last section Configure the Networker
Storage Node). Click on Next

< Device Configuration Wizard

Configure Device Attributes
Fillin any device atiributes, Give each device @ uniquz name. If clients wil backup directly ta-his storage (Cliert Direct), then emter those access paths inthe form of
CFS: or Unix Automounter patirs.
@ Selsct the Davice Type Wetiorker D... ~ |Camment |Device Path | Cliert Divect Paths | Target Sessions | Max Sessians
& Select Storage Node OR-AFTD Jmt/DR_export -BFTD _imnt/DR-AFTD
* Configure Attributes
o
o
o
Netiarker Device Name: | DR-AFTD |
Commert: [ |
Device Path [motDR_expart networkersDR-AFTD |
Cliert Diresct Paths: [mriDR-AFTD
Target Sessions: ‘ 4 %]
Menc Sessians: [ [
@ | <Back | | Mext= | | Cancel |
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NOTE: On DR4x00 models, the maximum supported CIFS connections per Appliance is 32, and on
DR6000 model the max is 64, so there should be no more than 32 and 64 corresponding clients
connected/mapped to a single DR Series Deduplication Appliance for backup at the same time.

10. The new Networker device should have Backup as Pool Type, click Next

Label and Mount Devices
Choose to kabel and mourt any devics. This aperation may take an extended amourt of time. Only devices who's storage has nat been lsbeled appear below.
@ Select the Device Type Netwiorker Device Name ¥ | Lakel |Pool Type |Disk Paol
@ Select Storage Node Backup Defauit
@ Configurs Attributes
#' Label and Mount Devices
[+
o
Lakel and Mount device after crestion
(@ The Label and Mourt device aperstion may take an extendes amount of fime.
Pool Type
@) Backup
() Backup Clone
Pool
Detaut: -
@ | <Back | next > | [ cancel |

11. Review the configuration, then click on Configure

4 Device Configuration Wizard

Review the Device Configuration Settings

Reviev the device configurstion summery. To maciify the configuration, click Eack. To accept and creste the configuration, cick Configure:

@ select the Device Type Adding new AFTD "DRAFTD" |
@ Select Storage Node AFTD Name: SRAFTD

@ Configure Attributes Device Access Information:  imrt/DR_export_NetworkerS/DR-AFTD

@ Label and Maunt Devices ;:rfizzﬁzns ;2

*' Review Corfiguration Settings Remote Uiser: aniministrator

o Password: e

Labeling device “DR-AFTD"

Device Mame:  DR-AFTD
Paal Mame: Detault

<Back || Contigurz | [ cancel

Setting up Dell™ DR Series Deduplication Appliance as NFS Backup Target on EMC Networker



12. Click on Finish

Device Configuration Results

Results of device configuration

@ Select the Device Type Adding new AFTD "DR-AFTD" =
O Select Storage Mode

O Configure Attributes

O Label and Mount Devices

@ Review Configuration Settings
Q Check Results

Successfully added new AFTD "DR-AFTD"
Labeling device "DR-AFTD™
Successfully lsheled device "DR-AFTD"

= Back

13. Under Configuration tab, select Clients, right-click on the client that will be backed up, select
Client Backup Configuration, then New

7 EMC NetWorker Administration ¥8.0 - r310-sys-123 (NetWorker 8.0.0.1.Build.153 Eval - Linux) [-IOIx] |

Configuration

Fie Edt ‘iew Configursiion Recover Vndow  Hel
+0X0« ) b

e

r310-5y5-123 - .
= Clients
- archive Requests ! @

Name ~ |Backuptype | Comment | Scheduled backup | Save set | Clientdrect | Group | Schedule
1? r310-3ys-123 0carina lacal v MMCASA: Jgst_on v Detaut
" Ciones IR o
-4 E i al Detalt Detalt
(i ComnectEMC
[ Directives P—
7§ Groups | Mew CHr-N \_ ity Cirkeat
U Local Hosts Properties... Cirko
& Lockboxes )
™ notifications Flit e
7 Policies el Tor Mame
@ Frabes Remave From Mame.
(5] Registrations: Dot et
—dib Restricted Data Zor el et
i Scheduies ml Copy
8l Snapshot Policies ||
Staging = Refresh Fs5
S Recover 3
Lag o8 % Alerts oo g%
Friarity| Time = | Saurce | Category [ Message Pricrity | Time + | Category Message
@ Tuesday 45524 AM evert server  Started
@ Tuesday #5530 AM  evert index  Checking index for 31 D-sys-123 ocarinaocal
- .. . O R -
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14. Go through the procedure of creating a new backup group

ient Backup Configuration

Specify the Client Name and Type

Specify the client name and the backup type. Select Traditional Metiorker client' for non-Viiware clients. Select "Mware client' for virtual clierts that have the
Networker client software installed or to configure as a proxy-based backup

+, Specify the Client Name and
Type

® @

[CXE)

® ® & & @

[EREENE]

(7]

Client Mame:

'-3‘ Traditional Metvworker client
Configure a backup using the HetWorker client host software. Hot for YMware clients.

) Whiweare cliert

() Whiwvare prosy host

[ next= | | cancel |

- Client Backup Configuration [ x]

Select the Backup Configuration

Select the backup configuration type from the

Type

avallable applications. The available applications represent which Networker modules are installzd on the client.

& Specify the Client Name and
Type

5 Specify the Backup
Configuration Type

Pee @

@

® @

Cliert Operating System [Linu 2 6.15-308 16.1 615 |

Met\orker Yersion: ‘B 0.041 ‘

Aerzilzble Applications

[ <Back | | Next » | [ cancel |
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Note: Pay special attention to the following step while setting the other options appropriately according
to the backup environment:

Deduplication should be set as None;

Target Pool should be set as the pool that has DR Series Deduplication Appliance device included;
Client Direct can be enabled if client directly backing up data to DR is preferred, thus bypassing the
storage node managing the DR share (please refer to step 9 above in the same section, and step 5 in
Configure the Networker Storage Node section).

.-‘-‘. Client Backup Configuration [ ]

Specify the Client Backup Options

Specify backup options. Data deduplication requires sither & Data Domsin or Avamar storage server to be configured on the Netiviorker server. By default, Netwiorker
will choose & target pool for the backups. Client Direct, supported for Data Domain and AFTD storage only, sends backups directly 1o the storage devices,
bypassing the Netwiorker storage node, where possible. The Checkpoint Restart option enables failed scheduled backups to restart from the poirt of interruption

Specify the Client Narme and Deduplication
@
Type lane

Specify the Backup

0 Cunﬂgurallun Type _ Data Domain backup
+, Specify the Client Backup ) avamar deduplication backup
Options
)
e
oy Pool
e
Target Pook [Deraut =
Fa Y
e
py Backup to Disk
o Cliert Direct:
C Checkpoint Restart
Checkpoirt Enabled: [
Checkpoirt Granularity: ‘D\remory =
@ | <Back | | Mext= | | cancet |

.7. Client Backup Configuration [ <]

Select the Filesystem Objects

Select the client filesystem ohjects to back up

19

Specify the Client Narme and
® HECIT

6 By default, the entire conterts of the clisnt will be backed up.

Type Un-check any items you da not wart ta include in the backup
Specify the Backup =gl Lﬂﬂ-sys-ﬂ 23.008tna Jocal ||
- [ oot
Caonfiguration Type
e P [ [ netwiorkers_instalPackage
Specify the Client Backup [ bin
Options B[ dev
. £ et
+ Select Files to Backu )_ home
%) B[ b
o t- [ [ libEd
i [ lost+found
%) £ media
[ [ misc
%) I [ mnt
H=[A [ net
- [ nar
< t- [ opt
—~ #- [ [ proc
o [ roat
w7 [ shin
[ selinux
[ srv
[ sys
w7 [ titpboct
[ [ tmp —
[ usr —
£ [] ar b’
9 | <Back || mest = || cancel |
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ient Backup Configuration

Select the NetWorker Client Properties

Select the Mefwiorker client properties. To accept the default properties, click MNext.

[month ~|+
|Ysar ‘l +
|Defau|t vl

Specify the Client Mame and Brovese Policy:

0 Type (Maintain backup entries in the online file indes)
Specify the Backup Retertion Policy:
Configuration Type [Maintzin backup entries in the save set index)
Specify the Client Backup Backup Schedule:
Options

@ Select Files to Backup Client Comment:

I? Select the Client Properties I

)
o Remote Acoess:

| «Back | | Next» | | cancel |

lient Backup Configuration

Specify the NetWerker Backup Group

Select or create the Metworker aroup for this configuration.

. () el i
& Specify the Client Name and - DENHEILEE

Type | e |
Specify the Backup

Caonfiguration Type

Specify the Client Backup

OptanS "S_" Create & new group

@ Select Files to Backup Group Name: ‘NW_DR‘

& Select the Client Froperties

15|

Cliert Retries ‘
I +' Choose the Backup Group I
" Options
o Scheduled Backup Start Time ‘21_00

- (24-hour clock)

D Automaticalty start the backup at the scheduled time

| <Back | | Next » | [ cancet |

Setting up Dell™ DR Series Deduplication Appliance as NFS Backup Target on EMC Networker




21

Client Backup Cos

Specify the Storage Node Options

Select the backup and recovery storage nodes 1o use for this client

® Specify the Client Name and
Type

Specify the Backup
Configuration Type

Specify the Client Backup
Options

@ Select Files tn Backup
@ Select the Clisnt Properties
@ Chonse the Backup Group

I Specify the Storage Mode I

e Changing the storage nods options for this configuration will atfect all configurstions for this client.
Backup Storage Hodes

() Backup to Networker server anky

‘.’;_J Backup to the following storage nodes

| Name |Type | Config... |Device Sharin... |Humber of Devices

Recovery Storage Hodes
() Recover from Netwiorker server only
(3) Recover from the following storage nodes

| Matme |Type | Config... | Device Sharin...| Mumber of Devices

| =Bsck | | Mext = | | Cancal |

Client Backup Co

Backup Cenfiguration Summary

Review the configuration summary . To modify the configuration, click Back. To accept and create the configuration, click Creste.

e Specify the Client Name and
Type
Specify the Backup
Configuration Type

Specify the Client Backup
Options

@ Select Files to Backup
& Select the Client Properties
@ Choose the Backup Group
Specify the Storage Mode
Options
Backup Configuration I
Summary

—

Adding new group "NW_DR" 1
Mame MWY_DR
Client Retries: 1
Start Time: 21:00
Autostart: Mo
Adding new client "r310sys-123.0carina.local"
Save set: All
Mame: ¥310-sys-123 ooarine local
Backup Type: Filezystem
Deduplication: Mone
Checkpoint Enabled: falze
Checkpoint Granularity: Directory
Client Direct: true
Pool
Brawss Palicy: Morith
Retention Policy: Year
Schedule: Default
Group M _DR
Storage Modes: r310-sys-123 0carina local
Recover Storage Nodes:  r310-sys-123.0carina local
-

| =Back | | Creste | | Cancel |
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< Client Backup Configuration

Client Configuration Results

Results of client configuration.

o Specify the Client Name and
Type

Specify the Backup
Configuration Type
Specify the Client Backup
Options

O Select Files to Backup

O Select the Client Properties

@ Choose the Backup Group
Specify the Storage Mode
Options

Backup Configuration
o Summary

IQ Check Results

-
Adding new group "NW_DR" '
Successtully added new group "H_DR"
Adding new client "r310-sys-123.ocarina.local”
Successtully added new client "r310-sys-123 ocarina local"
|-
= Back cancel

15. Once the backup group is successfully created, start the backup

s EMC NetWorker Ad

+310-sys-123 {NetWorker 8.0.

ld.153 Eval - Linux)

Fie FEdit Wiew Configuration Recover Window  Help

+OX04 ) b RS

-l 1310572123
Iuf archive Requests

W nw DR (1

)

Audit Log
— 1 clerts
" Clones
(@ connecteMc

Hame ¥

irectives
—— 3 Groups
-3 Defautt

|Backup type | Comment | Scheduled backup | Save set | Clertdrect | Group | Schesiule

17 r310-sys-123 ocarinalocal Filesystem v Al v Mi_DR Defaut

Cliert Backup Configuretion

e
Properties

Delete

Copy
Copy with Clients

ctrin
o

Delete

Oa 7% | Aerts

Priarity | Time ¥ Refresh s ae Friarity | Time ¥ | Categary | Message
@ Tuesday #5524 AM  evert server  Started

@ Tuesday 45530 AM  event index  Checking index for 'r310-sys-123.ocarina local

- . . D e e L
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16. Monitor the job status through Monitoring tab

EMC NetWorker Admi

13

Configuration

User: administrator
Devices Media

Monitoring

Fie Edit ‘iew Monitoring Recover ‘Vincow  Help

0« B &ae 5
Groups Og & X
Status | Group ™ |Last Run | Duration | % Complete | Mext Run
W Defaut 00:00:00 100% [ disabled

57 Groups | (81 clones

All Sessions Oog & x
Cliert Name * | Type: | Start Time | Duration | Device |Volume | Size
1B 131059512 save A430A 3 101833 AM 00:00:30 ] DR-AFTD ¥30_sys_1230c... 12MB
1F r310sys12.. save 4130M 3101833 AW 00:00:30 ] DR-AFTD r310_sys_123.0c... 93KB

(27 &) Sessions | (2] Save Sessions | (-] Recaver Sessions | [2] Clone Sessions | (2] Synthetic FullRehydrated Sessions | [ Browse Sessions

Devices Oa o X
Status | Device ¥ | Storage Mo... | Library | Wolume |Paal | Message
< DR-AFTD 13 0-sys-1.. r310_sys_123.0c... Defautt space recovered from valume r30_..

FD] Operations ‘ ’—E] Archive Requests

Log Og & x  Alerts Og & X
Priority | Time ¥ | Source |Category | Message Pricrity | Time | Category | Message

i Tuesday 4:35:24 AWM ewent server  Started

@ Tuesday 45530 AM  event index  Checking index for r310.

P . . - .

NW_DR Details

start Tine: (i 43013 10:16:28 A | status Succeeded [ 100% |

Durstion: 130 Sec Total Amourt: 4003 ME Percentage Complete

Waiting to Run:

Cliert MName ¥ | Save Set | Commancl |Lewvel
Currently Running:
Cliert Name ¥ | Save Set |Level | Type | Start Time | Durstion | Device Rate (KEB/E)

Completed Successfully

Cliert Name ¥ | Save Set |Level | Type | Start Time: | Durstion|  Size | File Co... | Messages
L' r#0-sys-12. [ full 413013101634 00:01:55 3970 MB 96447 [J 86705 save: Successfully established DF & s
E r310-sys-12... /oot full AE0M3 101629 . 00:00:00 21 MB 40 B6705ssve: Successfully established DF A =
l_l r30-sys-12... r30-sys-1230cari.. full 43013101834 . 00:00:00 12 MB 5 BE70Ssave Successfully established DFA 5.
LI P31 0-sys-12.. r30-sys-1230car.. full 430831001834 . 00:00:05 93 KB 138 B6705:save: Successfully establizhed DF &
Faileck
Cliert Name ~ | Save Set |Lewel | Type | Start Time: | Durstion| Messages
Ok
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4 Set up DR Native Replication & Restore from Replication
Target

41 Create Replication Session between Two DR Appliances

Note: below screenshots show as CIFS containers, but the procedure is exact the same for NFS
containers

1. Create a source container on the source DR appliance

DR4100-VM

administrator (Log out) | Help
03 ocarina | & ~ - < 5
Containers Greate | Edtt | Delete | Display Statistics
Global View
Dashboard
Alerts Number of Containers: 10 Container Path: /containers
Events Containers Flles NFS CIFS RDA Replication Select
backup 2 v v Not Configured
e StaE cifs1 8 v Not Configured
cifs11 ) v Not Configured
Storage kknfs 0 v Mot Configured
nbu-cifs-01 14 v Not Configured
nvbu 7 v v Stopped
nvbul 7 v Online
nw-cifs-01 21 Cd Not Configured
System Configuration ep-Source 0 Not Configured
Networking sample 12 v Not Configured

Workgroup U
Email Alert:
Ad

Email Relay Host
Date and Time
Support

Copyright © 2011 - 2013 Dell Inc. All rights reserved

2. Create a target container on target DR appliance

D&AL Dpra00-vm administrator (Log out) | Help

ivanw-sw-01 testad ocarinalc

Containers Create | Edit | Delete | Display Statistics
Global View
Dashboard
Number of Containers: 10 Container Path: /containers
= Containers Files NFS CIFs RDA Replication Select
Health backup 0 v v Not Configured
Usage
Container : cifs1 1" v Mot Configured
Rephication Statis cifs2 0 v Not Configured
Storage Kknfs 0 v Mot Configured
Containers
= kknfs2 0 v Not Configured

Replication
Chents nfs-01 (1] v Not Configured
Schedules nfs1 0 v Not Configured
Replication Schedule

il nw-cifs-01 9 v Mot Configured
Cleaner Schedule
System Configuration sl Lt |0 Not Configured
Networking sample 7 v Not Gonfigured

Ac Directory
Local Workgroup Us:
Email Alert:

Admin Contact Info

and Time

Support

Copyright © 2011 - 2013 Dell Inc. All rights reserved
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3. On source DR appliance, go to Replication menu, and then click Create

ml DR4100-VM administrator (Log out) | Help

ivan-sw-03 ocarina local

M Replication

| Bandwidth |
B Global View
B Dashboard
Alerts Number of Source Replications: 2
Evers Local Container Name Role Remote Container Name Peer state Bandwidth  Select
Health
Usage nvbu ;szuﬁﬂ Zig Stopped Default
Container Statistics
10.250.243.18
Replication Statistics nvbu nvbut Online Default

B Storage
Containers
Clients

B Schedules
Replication Schedule
Cleaner Schedule

B System Configuration
Networking
Active Directory
Local Workgroup Us
Email Alerts

Admin Contact Info

Password

Email Relay Host

Date and Time
Support

Copyright @ 2011 - 2013 Dell Inc. All rights reserved.

4. Select the newly created container as source container, then enter the target DR related info in
Step 4 menu item

D&ALL DoRratoovm - or (Log out) | Help

r\! Create Replication

N * = required fields
= | Step 1: Select alocal container * Step 3: Select arole Step 4. Remote container settings

backup - ® Source ' Target Create container on remote system

r,!f51 ® Map to container on remote system

cifs11

kknfs .

nbu-cifs-01 Username”: administrator

Dw_cifs-01 Password” [seseses

sample Peer System”™ 10.250.242 133

B Remote Container: Retrieve Containers(s)

Step 2- Select Encryption F
= | ® None /128 bit - 256 bit

Cancel Create Replication

Email Relay Host

Date and Time
Support

Copyright @ 2011 - 2013 Dell Inc. All rights reserved
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5. Click Retrieve Container(s) button, then select the newly created target container from the list

D&AL Drét00-vm

i Create Replication

* = required fields

Step 1: Select a local container " Step 3: Selectarole” Step 4: Remote container settings
|backup - ‘® Source ' Target ) Create container on remote system
|cifs1 ® Map to container on remote system
|cifs11

kknf .

‘nbrli—smfsfm Username’: administrator

nwi-cifs-01 Password™ eesssss
\sample Peer System*::

= Remote Gnntamer:
backup -

. cifs1
Step 2: Select Encryption cifs2
® None ' 128 bit - 256 bit kknfs
kknfs2
nfs-01
nfs1
nw-cifs-01
rep-target
[Sampe: Lics

Cancel Create Replication

Date and Time

Support

Copyright © 2011 - 2013 Dell Inc. Al rights reserved.

6. Click Create Replication button

D@L Drs100-vm

i\! Create Replication
* = required fields
Step 1- Select a local container Step 3 Selectarole Step 4: Remote container settings
ft\ackup - ® Source " Target ) Create container on remote system
{c#=1 ‘® Map to container on remote system
|cifs11
|kknfs i
|nbu-cifs-01 Username™: administrator
nw-cifs-01 Password®
i
|sample Peer System” |10.2
i Remote Container- [Retrieve Containers(s)
backup a
. cifs1
Step 2: Select Encryption cifs2
® None - 128 bit " 256 bit kknfs
kknfs2
nfs-01
nfs1
nw-cifs-01
|sample L
Cancel

Date and Time

Support

Copyright @ 2011 - 2013 Dell Inc. All rights reserved.
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7. Verify the replication relation between DRs is created, and Peer Status is Online

mL DR4100-VM administrator {(Log out) | Help

ivan-sw-03.ocarina.local E|

Replication Create | Edit | Delete | Stop | Start | Bandwidth | Display Statistics
B Global View
B - Dashboard
» Mumber of Source Replications: 3

Alerts

Fvers Local Container Name Role Remote Container Name Peer State Bandwidth  Select

Health

Usage nvbu m :Iebzuao 24515 Stopped Default

Container Statistics

10.250.243.18
Replication Stafistics nvbu m nvbu1 Online Default

Storage
Containers

10.250.242 133
rep-target

rep-source

‘ Online ‘ Default ‘

~-Replication
Clients
Schedules
Replication Schedule
Cleaner Schedule
System Cenfiguration
Networking
Active Directory
Local Workgroup Users
Email Alerts
Admin Contact Info
Password

Email Relay Host
Date and Time

Support

Copyright ©@ 2011 - 2013 Dell Inc. All rights reserved
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4.2 Restore from Replication Target Container

1. Add the target container onto NetWorker Storage Node (Right- Click Device -> New Device
Properties, then fill in necessary information for the target device). After it's done, Mount the
device

Empietinie

av »
=] o« @ oaex
ity e = Saance Ctagory Messagn ity T > [E——n—

Vieesiny 12340, w2022 meda T 2012-02 ke ccarn scat e trow g -
@ Vedwodey 77340 thubwk201202_ mede  Irui-2002.02asisd ccana ocat browsing |
@ Veresswy 12301 unek2012.02 . medla .l
@ Vmsie 13431 i 00201 peda Dm0 £
© Venasam 120 o o 2amseion|of

Note: Don't label the target device

2. Unmount the source container

= W Duw 00 =
b {8 Lo e Docm @) . N
|- poms = Fartjbsoos  Descrplion vouns e [Evsies
[ S e pm——
i Cucbudetiios [t bewOeeVzmd G
11 Avarar oo N New Dovico roperies €3l
Moty Devee Propetes . r0
ot Coereon,
Deten .
oy
| er—
Eronetrzme
s .
Loy oo [ —— LR
prerty| e = sourca Cagery wosage Prcety e > pr———
Vieenny 72043 BUMI1200  mea 301203 estag ccuna o dene srmse -
@ Vet 758 Bum 1L mells Db 2013 03 esta cckia ol b
@ vemusan72tm_ oot \kn.. Suring NS secover B
@ veerow 72727 puret 01202 meds I 30 -0 teztas acarma kool browsng
@ Vieoesdny 72727 thubekH1200  media  Thobhal 1202 estad acarinalocal. done trowsig -
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3. Go to Recover, click +, select a backup source host, then click Next

) B Vel —la] =
ol Select the Recovery Hosts
Sree. , e dssietin
ror
[ —.
G e [ —
% Saiect the Recavery Hosts
o i
(] 4
o Neorber versan | e [ ]
Bt ok o 38,2003 24 Pt o5 [ |
Lt ki [omc 4, 2013 72008 M ] Nt v
TypenotBackups ¥ Backups Foundinast ek MarberFours
Bok Encea Backs o
Bk Bases Backup (canedto ) o
e Errr—) a
[rr—
S Hne * Sewcedert  Destoabon Of conpieie Fate 125)
P »
o oo x
Firty Tne = Sorce |Gy Messa
@ Vieeudor 7042 b 3D  meda  Zhbes)
® oo 7w mmwnts e el @ - EE)lem)
P Qe e — ke Sh -
@ Voo 2 A2 mete  Inne B2 esdouera R g |
@ Vemnesde 7T el 29102 meda  Zhube2012-025esked ocanra ocek done browsig. -

4. Select the data set to recover, click Versions to view Select Versions window, make selection on
the data then click on OK

P Selact the Data to Recover
e,
[reteer—
s heme | Seurce Chert  Cmstrmtion (g
@ Seloct the Recavery Hosts e =
3 Selectthe Data 1o Recover VN N
|
Curerey g
Stz | hame ¥ Source Ot Rotw (KBG)
° | e [T |
i ==
Comnon P resne > e sus ovgn
I Couma 1200371925 08 Browse R
™ oeex
Friovty T ¥ Sowce Cotogory Mezzeg
@ Vachesan 10 a2 reda  Dunek — .
® vaoeson 172 i e ea] @ Lo (] (o |
@ vareson 1777 mnsmim e
@ Ve 1004 s 20D ot I o |
© Voo 1004 wvene rvcomw 2
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5. Select the Recovery Options, choose Original path or enter a New destination path to recover
data to, then click Next

ol i Select the Recovery Options
Snce Yo cam i 300,
Sl e Sorcncient  Drsrstion Cig
@ Select the Recevery Hosis: Fie Path for Recovery
& Select the Dats o Recover ) Criginal pen
& Salect the Racomry Options )N destlion st
@ Cotan the v - [crem =
(-]
(-] f 5 st Fi Options
(5 Raramme tm rocovercd the
Dt rocoves e e
Crarertea sntra e
[ Advanced xona
St e~ Souce et |Destration 0 Camgits o )
v »
Mﬂrh' Sarce F——— aaex
Time = | T
@ Wedmsdey 7270, ubw 21282 weda  Dubel
[ e ————— [somx ot com |
O Weean 12804 et recover User
@ Vit O Um0 e Dbk 2002 et ek e g |
O viosmsony 12504 want M VKrecover RCIS sucoeedd, 4 ST el

i Perform the Recovery
Snce
ot Fmcovmrs
S o Sowcecient |Destnatin cid
Adersity Rncowery Stat Time
@ Select ihe Recowry Hosts
1© Select the Dats to Recower Im'-“' jrom|
© Select the Recovery Optians | Commmert O Schatte ccvery o wan
@ Ottain the Volume Information L
= RS ey { B |
5" Parsiat thz.rescurce untl deleted by user
Curresty Funring Summary
St e > Seurcecwnt | Destnation oM | g o oiovt 1= [feomsiate e )
Souree Clery Opevating System Winckywn NT Sarver on rest
Destiten Clert N el 201202 vt ccsena e
Dosiratcn Clert Operaieg Syatam:  Wedowa MT Servercn vt
Racos Type Fiesyatem
Facour st Cicna Duc 4, 204 719255 OAIT0BG0
Recoum Flota Chst
- »
Loy o®ex
Friorty| Tme ~ | Souce Category Messag) =
@ Veorsds 170 Sl 0020 mede e = =
@ vemeo e msan eess eal © (BT | T T
0 vedesan 12604 evert recover User —_—
@ vemesawy 72904 DUNLI0N00  meds  NRa-201202 esteacerma e Gine ROWSG
@ vodedn 72504 event faskm R recaver RCOT succeesed Job i 32074 -
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Check the Recovery Results

Check the Recavery Resuls

.

eceeei i

overt
e 0202

Fcover e RC1
Sowce Clert s 201 3.0 iestad ccarrm besl
Smttme DecS 1IN0 AN

Vohmes e shua 1303 eslad ocna ocal 053

[Eorane]

CHastiinabncd_f 3186 w32 10

fove
B s
e e e

{

Fa 085

»
o8 e x
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Set up the DR Series Deduplication Appliance Cleaner

The cleaner will run during idle time. If you workflow does not have a sufficient amount of idle time on a
daily basis then you should consider scheduling the cleaner which will force it to run during that
scheduled time.

If necessary you can do the following procedure as described in the screenshot to force the cleaner to
run. Once all the backup jobs are setup, the DR Series Deduplication Appliance cleaner can be scheduled.
The DR Series Deduplication Appliance cleaner should run at least 6 hours per week when backups are not
taking place, generally after a backup job has completed.

Performing scheduled disk space reclamation operations are recommended as a method for recovering
disk space from system containers in which files were deleted as a result of deduplication.

ML DR4000 Help | Log out
DR4000-DKCV651 =

B Dashboard Cleaner Schedule Schedule Cleaner

System time zone: USiCentral, Mon Jan 23 15:18:49 2012

Day Start Time Stop Time
Sun - -
Mon - -
Tue - -
Wed - -
Thu - -

Fri - -

Sat - -

Comp
B Schedule

Note: When no schedule is set, the cleaner will run as needed.

Date & Time
B Support
Diagnostics
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Monitoring Dedupe, Compression & Performance

After backup jobs have run the DR Series Deduplication Appliance will track Capacity, Storage Savings and
Throughput on the DR Series Deduplication Appliance dashboard. This information is valuable in
understanding the benefits the DR Series Deduplication Appliance.

NOTE: Deduplication ratios increase over time, it is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs complete the ratios will increase. As
mentioned before backup jobs with 12 week retention will average a 15x ratio in most cases.

D@Ll DR4000 Help | Log out
DR4000-DKCV651 =

Monitor Dedupe,
Dashboard Compression &

Performance

u System State: optimal u HW State: optimal

umber of Events:

(2]
o

Capacity Storage Savings Throughput
Zoom: 1h 1d 54 im 1y ) Zoom: th 1d 5 Im Iy 3]
Physical - -

Savings (%) ME/s

Compression
B Schedule

19920 1130 11

Time {minutes)]

Date & Time ==t Time {minutes)
B Support Used (48.0 GB) M| De-duplication B Read
)
M Free (7.76 TB) M Compression Write

k!
Software Upgrade

System Information

System Name: ... .. DR4000-DKCVES1 Total Savings

Software Version

.. 0.98.0.33970 Number of Files across all Containers:.
.. Mon Jan 23 11:42:40 2012 Number of Containers: ...

- Pending Mumber of Containers Replicated:
Capacity Before Optimization: ...

Current Date/Time:.

Cleaner Status: .
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